ABSTRACT The futuristic Internet paradigm, named data networking (NDN), was recently introduced to solve the severe issues of current Internet architecture, such as complex usage, poor resource utilization, inefficient mapping, scalability, location dependence, and so on. Communication in NDN is based on content names decoupling from their locations. NDN also provides strong built-in functionalities, like multi-path routing, security primitives, flow balance mechanisms, and in-networking caching. Similarly, NDN-based mobile ad hoc networks are highly dynamic in nature whereby the participating nodes have experienced highly challengeable environments and constraints, such as channel fluctuations, intermittent connectivity, and low battery power. In this environment, if a node has limited residual energy, after sending a few packets, it will die soon. Furthermore, all of its pending request entries are also destroyed, which further exacerbates the communication process. To cope with this problem, we have proposed a novel protocol called the ondemand energy-based forwarding strategy (OEFS) that takes the residual energies of the nodes into account during the entire communication process. For the performance evaluations, we have used NDNSIM, which is specially designed for NDN-based networks. The simulation results show that the our OEFS outperform the existing state-of-the-art protocol in terms of content download time, interest retransmissions, the total number of Interest propagation, and data redundancy in the network. We also find the effect of OEFS on the energy threshold and show that OEFS enables mobile nodes to consume less amount of energy.
FIGURE 1. NDN communication process.
To cope with this need, information-centric networking (ICN) [6] was introduced as a futuristic Internet architecture that changes the notion of Internet architecture from a sender-driven host-to-host structure to a receiverdriven content-based architecture. In ICN, the communication paradigm is mainly focused on content (what) instead of location (where). ICN has gained remarkable interest in both industry and academia, and it is considered as a third generation evolution in the field of telecommunication by connecting nodes with content [7] . In addition, ICN provides enhanced support in the areas of mobility, security, and scalability, and in efficient content retrieval methods. As compared to the current host-based Internet architecture, the ICN paradigm does not induce any additional control overhead, such as address resolution, add-on security mechanisms, and congestion control. Various active ICN projects across the world like PURSUIT [8] , 4WARD [9] , COMET [10] , CCN [11] , CONVERGENCE [12] , COAST [13] , and more are working in this arena. Among all these projects, named data networking (NDN) [14] received a lot of attention in the research community after Jacobson's [11] revolutionary paper came out. NDN has simpler and faster communication operations and it replaces the current narrow waist of IP architecture with named content.
Despite the last three decades of continuous effort in regard to the strengths and limitations of current Internet architecture, NDN provides built-in strong functionalities, such as multipath routing, security primitives, flow balance mechanisms, and in-networking caching. In addition, every piece of content is uniquely identifiable by its name, and communication is mainly focused on content names decoupling from their location. In NDN, two different types of messages, called Interest and Data packets, are used for communication. Moreover, three types of tables, content store (CS), pending Interest table (PIT), and forwarding information base (FIB), are used for achieving particular purposes using the Interest and Data packets without using IP address. In CS, Data packets composing content are cached for future usage. If some other neighbor nodes require the same content in the near future, they can fetch the content from nearest node that has the content in its CS. On the other hand, PIT table is used for the manipulation of Interest packets. It contains all the pending request entries that other nodes request for particular Data packets. FIB table is utilized for forwarding purposes. It contains the incoming/outgoing interfaces information and populated by using a routing protocol that periodically updates it. A canonical communication process in NDN is illustrated by Fig. 1 , in which a consumer node sends its Interest packet toward a provider node to get the required Data packet. Previously, most of the work on NDN focused on wired networks. However, it is also considered an effective approach for wireless ad hoc networks [15] and cognitive radio ad hoc networks [16] - [18] .
NDN-based mobile ad hoc networks consist of digital and resource-constrained devices that can communicate directly with each other by using a limited range of wireless transmissions, as shown in Fig. 2 . Moreover, in these networks, channel conditions are highly unpredictable, dynamic, and unstable. Due to a node's mobility, network topology changes from time to time and nodes randomly appear and disappear from the network.
Since nodes in NDN-based multihop ad hoc networks have limited battery power, if a node sends a lot of Interest packets, it will lose energy and eventually die sooner or later (hereinafter, we will call a node with insufficient energy an affected node). In addition, all the pending request entries in its PIT will be destroyed. Consequently, it cannot forward the desired Data packets toward neighbor nodes, which further degrades network performance.
To cope with this situation, we propose a novel protocol called the on-demand energy-based forwarding strategy (OEFS), which takes the node's residual energy into account before sending packets. The key contributions of this paper are highlighted as follows:
• Propose a reactive protocol, called OEFS, in which energy-based packet forwarding enhances the lifetimes of nodes as well as the network.
• Find an optimal value for the energy threshold, in order to make efficient packet forwarding decisions.
• Reduce the probability of collisions due to the flooding of Interest and Data packets in the networks.
• Extensive evaluations on the performance of the proposed protocol by using ndnSIM [19] , which provides the official environment for NDN simulations.
The rest of the paper is organized as follows. Section II provides an overview of recent related work and describes the problem in NDN-based mobile ad hoc networks. In Section III, the formulation and description of the proposed protocol is explained in detail. Section IV describes and analyzes the simulation results, and conclusions are presented in Section V.
II. RELATED WORK
In early times, various content-based [20] and opportunistic models [21] were used as overlay solutions to fulfill contentcentric requirements. However, these solutions were based on conventional TCP/IP architecture. Nowadays, NDN gets more attention in the wireless area, thanks to its simple robust communication mechanism. The authors of previous work [22] applied the NDN approach to tactical and emerging mobile ad hoc networks (MANETs). To cope with the unpredictable and disruptive wireless environments, they introduced two further schemes: Interest aggregation and packet collision avoidance. To achieve this goal, two new packets (Reply, Request) were added to the conventional packets, which causes more network overhead. In [23] , the authors proposed a scheme to mitigate the video packet loss in NDN-based wireless networks. Due to an in-network caching feature, a timeout algorithm was proposed to handle the fluctuations in route-trip time estimation. Moreover, the proposed protocol also tunes the exact timeout value.
Ameadeo et al. [24] proposed a protocol called the enhanced content-centric multihop wireless network (E-CHANET) for IEEE802.11-based wireless ad hoc networks. Unlike conventional NDN, E-CHANET introduces an additional table, called the provider table. In this protocol, Interest packets are flooded based on the distance from the provider node. In a high mobility case, this approach does not work well because when the provider node moves from one place to another, then it needs to reconsider its path establishment mechanism again, which further degrades the network performance in terms of content download time [25] . Moreover, this scheme does not consider the residual energy of the node in its forwarding mechanism. As a result, a lot of affected nodes die in the network, which further decreases the network's lifetime.
In [26] , the authors proposed a bloom filter-based forwarding approach. A node mitigates the packet collisions by adopting a forwarding rule. According to this rule, a node can only forward the packet if it does not receive the neighborhood information in a list that was previously sent by other neighbor nodes. However, this approach utilizes the periodic beacon information, which increases the overhead, especially in resource-constrained wireless ad hoc networks.
The authors in [27] proposed a new scheme called neighbor-aware information forwarding (NAIF) to reduce the Interest packet flooding in the network. An intermediate node decides to forward or drop the packet based on its data retrieval rate and distance from the consumer node. In [28] , a direction-selective forwarding scheme was proposed for content retrieval in mobile cloud. Two additional types of packets, called command packet (CMD) and acknowledgement packet (ACK), are used to select the forwarder node in each quadrant, which increases the network overhead. The authors in [29] proposed a proactive-based packet broadcasting scheme for multi-hop wireless NDN in which forwarding information is updated periodically by using eligible forwarder selection (EFS) and EFS acknowledgement (EFS-ACK) packets in addition to the Data and Interest packets. An eligible forwarder node is selected based link quality and hop distance value.
However, in all the aforementioned schemes, no one has used the node's residual energy concept in its communication mechanism, which is an essential aspect, especially while considering NDN-based resource-constrained wireless ad hoc networks. Figure. 3 describes the problem scenario in NDN-based multi-hop ad hoc networks. Node P acts as a requester, and it is interested in getting content from provider node W. Node Q and R act as relay nodes and forward the Interest packets to node W after adding corresponding entries in their PIT tables. For example, if nodes S and F require different content, node Q forwards their Interest packets to node W. Moreover, the numbers in parentheses (i.e. Interest (86), Data (66) etc.) show the sequence numbers of Interest and Data packets transmitted in the network. Due to heavy traffic, if node Q has less residual energy, it cannot send much traffic to node R and will die soon without sending the desired Data packets to its neighbor nodes.
A. MOTIVATIONS FOR OEFS
As a result, all pending PIT entries are destroyed, which further degrades the network performance due to excessive packet flooding over the networks. In addition, the neighbor nodes (i.e., Node S, Node F, etc.) still wait for their desired content, which increases the content retrieval time.
III. PROPOSED PROTOCOL A. PROTOCOL FORMULATION
Let V be the set of nodes in which node f can be reached by node g with a certain power level (Pow th ) in its dynamic range. Assume that the initial energy of node f is e ini and e ini > 0. Let e tran be the energy required by node f to transmit information to node g . Similarly, e recv and e lis are energies consumed by node g for receiving information and listening to the channel, respectively. The energy consumed by a node, e cons , is the summation of energy consumption in all receiving, listening, and transmitting states. Each node is equipped with an omnidirectional antenna. When node f transmits some packets to node g , and the distance between both nodes is Z , the received power can be expressed as follows [30] .
where M r and M t represent the gains of the antennas of a receiver and a transmitter, respectively and p indicates the power loss during transmission. λ is a wavelength and q is the propogation loss factor which is normaly between 2 to 4. If M t = M r = 1 and p = 1, the received signal power is
For the successful delivery of information, the received power needs to be more than a certain threshold Pow th . Therefore, the signal power at the sender must be above that Pow th (4π ) 2 Z q /λ 2 . By using the procedure in [31] , the energy consumed by a node in all three states can be calculated as follows:
e recv = e elec + e r O bits ,
where e elec represents the energy consumed per bit in the transmitter electronics, e r shows the energy consumed per bit in the receiver, d r is the physical data rate of the node in the unit of bit per second, and S bits and O bits represent the received and transmitted data bits, respectively. Therefore, the lifetime of a node, n lifetime , can be expressed as follows:
where e cr represents the energy consumption rate, and e res indicates the node's residual energy, which can be described as follows:
e cons = e tran + e recv + e lis .
We have defined two types of node states. A node is in its Safe State if
Safe state = e res > e thres .
Otherwise, it is in its Danger State if
Danger state = e res < e thres .
where e thres represents the energy threshold. e thres is an important factor of the OEFS protocol and its optimal value is set after we performed extensive simulation experiments. Further details about e thres will be discussed in Section 4-C.1.
B. PROTOCOL DESCRIPTION
We propose a novel protocol, called OEFS, for NDN-based mobile ad hoc networks. The proposed protocol considers a node's residual energy status in its communication process. Two types of packets, Interest message (INTMsg) and Data message (DATAMsg), are introduced. The necessary fields for both packets are shown in Tables 1 and 2 . In OEFS, each node in the network has two types of data structures, content Fig. 4 . In contrast to conventional NDN, proposed OEFS protocol do not take into account the FIB data structure due to its on-demand and reactive communication process. FIB data structure needs to be periodically populated by using a routing protocol. This phenomena causes an additional overhead especially in resource constrained NDN-based mobile ad hoc networks. Unlike previous proposed approaches, the OEFS protocol does not use any additional control packet or data structure. In the proposed protocol, if a node is in the Danger State, it does not forward incoming INTMsg packets. Instead, it focuses more on satisfying pending request entries in its IIT by sending requested Data packets to neighbor nodes. As a result, it reduces the INTMsg packet flooding in the network and increases the lifetime of the node by reducing the number of transmissions. Moreover, to reduce the collisions among the INTMsg and DATAMsg packets, each node, before transmission, defers and listens to the channel for a randomly chosen time (D INTMsg , D DATAMsg ). If the same INTMsg or DATAMsg packet is received within the time, the node discards its pending packet in order to avoid collisions and redundancy in the network. In the following sections, the processes for a relay node to handle INTMsg and DATAMsg packets are exemplified in detail.
1) PROCESS FOR RECEIVED INTMsg PACKET IN OEFS
The processing of INTMsg packet at relay node can be explained in the following steps.
Step 1. When a node receives a packet, it checks to see if it is an INTMsg packet. Step 2. In the case of an INTMsg packet, it first checks its nonce and lifetime value. If it is a duplicate or expired packet, then the node discards it. Step 3. The node looks up its CoS to find the desired DATAMsg packet. If it is found, the node defers and listens to the channel for D DATAMsg time.
Step 3.1. If the same DATAMsg packet is detected during this time, then the node discards its own DATAMsg packet.
Step 3.2. Otherwise, it forwards the packet and discards the corresponding entry from the IIT.
Step 4. If the DATAMsg packet is not in its CoS, it looks up
its IIT for any existing entry.
Step 5. If an entry is found in IIT (which means that some other nodes have already requested the same DATAMsg packet), then the node discards the packet.
Step 6. In the case of no IIT entry, the node checks the node's residual energy, e res . Fig. 5 .
2) PROCESS FOR RECEIVED DATAMsg PACKET IN OEFS
When a relay node receives a DATAMsg packet, it follows the process as described below:
Step 1. When a node receives a packet, it checks to see if it is a DATAMsg packet.
Step 2. In the case of a DATAMsg packet, the node looks up its IIT for any corresponding entry related to the packet.
Step 3. If there is no other entry, the DATAMsg packet is supposed to be marked as unsolicited and it is discarded. Step 4. Otherwise, the node saves the current DATAMsg packet in its CoS.
Step 5. The node looks up its IIT to check the pending requests from other nodes.
Step 5.1. If all requests for the INTMsg packets are satisfied, it discards the corresponding entries from IIT. Step 5.2. Otherwise, it defers and listens to the channel for D DATAMsg time.
Step 5.2.1. If the same DATAMsg packet is detected during this time, the node gives up its own transmission.
Step 5.2.2. Otherwise, it forwards the DATAMsg packet to other nodes.
A flow chart of handling a DATAMsg packet is shown in Fig. 6 .
IV. PERFORMANCE EVALUATION A. SIMULATION SETTINGS
To evaluate the performance of OEFS, we used an ndnSIM [19] software module that is based on Network Simulator-3 (NS-3) [32] . To evaluate the performance of the proposed protocol, we considered a scenario as shown in Fig. 7 , in which the nodes were equipped with IEEE802.11g-based radio interfaces. Furthermore, each node utilizes the well-known random walk mobility model [33] . By using this, the nodes can freely move anywhere. The speed of the node is 2 − 4 m/s. The nakagami propagation model was used to take multipath effects into account. The energy of each node was initially set to 100 joule. In addition, the energy consumption in receiving, transmitting, and idle states were set to 0.9603W, 1.74W, and 0.6699W, respectively [24] . The content consisted of 4,000 DATAMsg packets and the size of each DATAMsg packet was 1040 bytes. Initially, the content is stored on producer node. By using the leave a copy everywhere (LCE) policy, each node can cache DATAMsg packets in its CoS, and the maximum size of each CoS is 10,000 packets. The least recently used (LRU) policy was used for the management of the DATAMsg packets in the CoS. The data rate was set to 6 Mbps. Each simulation time was 700 seconds and the results are presented in the form of averages of 10 timed runs. Table 3 presents a summary of the simulation parameters.
B. PERFORMANCE METRICS
The performance of the proposed OEFS protocol was compared with the well-known E-CHANET [24] protocol. E-CHANET protocol was previously proposed for NDN-based wireless ad hoc networks and now it is considered as a good candidate for the performance comparison especially while working in this arena. Similar to the E-CHANET scheme, the proposed OEFS protocol also utilizes a reactive-based forwarding approach. The following four performance metrics were used to evaluate the performance of the proposed protocol.
1) CONTENT DOWNLOAD TIME
Defined as the average time required by the consumer node to download all the DATAMsg packets of the content.
2) INTEREST RETRANSMISSIONS
Defined as the average number of INTMsg packets retransmitted by the consumer node to get all the DATAMsg packets of the desired content.
3) TOTAL NUMBER OF INTERESTS
Defined as the total number of INTMsg packets plus INTMsg retransmitted packets issued by the consumer and relay nodes to retrieve the desired DATAMsg packets.
4) DATA REDUNDANCY
Defined as the average number of duplicated DATAMsg packets received by a consumer node due to the multi-homing feature of the NDN.
C. SIMULATION RESULTS
We analyzed the performance of both protocols by considering the impact of the energy threshold, the node density, and the number of consumer and producer pairs in the network. In the following sections, the related results will be explained in detail. 
1) IMPACT OF THE ENERGY THRESHOLD
In the first round of simulations, we analyzed the impact of the energy threshold (e thres ) on the forwarding process in mobile ad hoc networks and found an appropriate value for e thres that attained the best results. Each consumer node can download its required content from any producer node. Figure 8 (a) represents the content download time as a function of the energy threshold. In the case of one or two pairs, changing the energy threshold does not make any significant difference in the content download times. However, as we increase the number of pairs from three to four, the traffic load in the network is also increased. In the case of a low e thres value (i.e., 6%, 11%, etc.), too many nodes are in a Safe State and are fully participating in the communication process. As a result, the network becomes congested, which increases the probability of packet collisions. That is why, at this point, the content download time is high. Furthermore, due to packet loss, the consumer nodes are forced to trigger more INTMsg packets, which further increases the Interest retransmissions as well as the total number of Interest packets as shown in Fig. 8(b) and Fig. 8(c) , respectively. As we increase the e thres value, better performance is achieved up to a certain value of e thres (i.e., 13%). After this value, performance becomes worse in terms of the content download time and Interest retransmissions. The reason for this is that as the e thres value increases (i.e., 15% or 17%), the content download time again increases because more of the participating nodes are in the Danger State. Therefore, the nodes discard the incoming INTMsg packet transmissions and only focus on satisfying their pending IIT entries. As a result, both content retrieval time and Interest retransmissions increase. On the other hand, at a value of 13%, we attain better performance. For further results, we set the e thres value to 13%, which achieved better results as compared to other threshold values.
2) IMPACT OF NODE DENSITY
In Fig. 9 , we compare the content download time and Interest retransmissions of the proposed OEFS protocol with the E-CHANET protocol. One consumer/producer pair is used in these simulations. As the number of nodes increases, the content download time increases, because more packets are injected into the network. At the initial stage, the content download time of the OEFS protocol is the same as that of the E-CHANET protocol. However, in a dense network environment, OEFS outperforms E-CHANET. The reason is that the OEFS protocol takes the node's residual energies into account in its forwarding mechanism. When a node has less residual energy, then it cannot forward INTMsg packets and it pays more attention to DATAMsg packet forwarding. As a result, there is less traffic in the network. In addition, VOLUME 5, 2017 packet collision probability is low, which makes the content download time shorter.
On the other hand, E-CHANET does not consider any energy-related concepts in its forwarding process. Therefore, many nodes die quickly, due to a shortage of battery power. This increases the content retrieval time and the number of Interest retransmissions. Figure 10 shows the performance of both protocols by taking the total number of Interests and Data redundancy into account. At the beginning, in the case of the OEFS protocol, the number of participating nodes is less. In addition, traffic congestion is low at that time. Therefore, many nodes are in the Safe State and take part in the communication frequently. However, as the number of nodes increases, the packet transmissions also increase over the network. Due to insufficient energy, many nodes are in the Danger State, and they do not transmit INTMsg packets further. As a result, fewer INTMsg packets are transmitted, which further reduces the duplication of the DATAMsg packets in the network. That is why, in both cases, OEFS outperforms E-CHANET. The E-CHANET protocol does not consider the residual energies of the nodes and the nodes continuously transmit Interest packets. Due to more Interest packets in the network, duplicated Data packets also increase. This degrades network performance and also increases the probability of collisions among the packets. 
3) IMPACT OF THE NUMBER OF CONSUMER/ PRODUCER PAIRS
We also evaluated the performance of both of the OEFS and E-CHANET protocols by increasing the number of consumer and producer pairs in the network that consists of 50 nodes, as shown in Fig. 11 . In the case of one pair, both protocols perform nearly the same, but as the number of pairs increases from two to five, the performance degradation is more evident for the E-CHANET protocol. The reason is that as we increase the number of consumer and producer pairs in the network, the network becomes more congested, because every consumer wants the desired content from its provider. Since the proposed mechanism takes the residual energies of the nodes into account, fewer nodes in the proposed method transmit INTMsg packets. As a result, the probability of packet collisions becomes low.
In Fig. 11(b) , unlike E-CHANET, the OEFS protocol injects more Interest retransmissions into the network. In the OEFS protocol, when nodes have insufficient energy, INTMsg packet transmissions are stopped. Therefore, the consumer nodes are again forced to trigger the same INTMsg packets to get the desired DATAMsg packets. Consequently, the number of Interest retransmissions increases compared to the E-CHANET protocol. In Fig. 12 , the performance of both protocols is measured in terms of the total number of Interest retransmissions and Data redundancy as a function of the consumer and producer pairs. The proposed OEFS protocol performs better than the E-CHANET protocol in both cases. In the case of OEFS, as the number of pairs increases, the more nodes are affected in the network due to energy constraints, and they give more priority to DATAMsg packets instead of INTMsg packet transmissions. Consequently, the total number of transmitted Interest packets over the network decreases. In addition, controlling INTMsg packet flooding mitigates the number of duplicated DATAMsg packets compared to the non-energybased E-CHANET protocol.
V. CONCLUSIONS
In this paper, an on-demand protocol called OEFS was proposed for NDN-based mobile ad hoc networks. The OEFS protocol has four unique characteristics. First, it considers the residual energies of the nodes in its communication process. Second, its energy-based forwarding mechanism enhances node lifetimes as well as network performance. Third, when nodes are in Danger States, they focus more on the delivery of Data packets to satisfy the pending requests of their neighbor nodes. Fourth, to mitigate packet collisions, it reduces the Interest and Data packet flooding in the networks.
The results of extensive simulations show that OEFS outperforms other conventional schemes in terms of average content download time, the number of Interest retransmissions, the duplication of Data packets, and the total number of Interest propagations in the network.
